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• Historical Racism and Bias Against Chinese 

Americans 

• Geopolitical Situation between the U.S. and China 

• Current Legal Environment 

• Recent Federal Prosecutions  

• Take-Away Guidance 



• Despite major economic contributions to America over 160 

years, Chinese in America have often faced racism, 

misunderstanding, bias – even death 

• In context of current U.S.-China tensions and competition, 

Chinese Americans today face unique scrutiny, suspicions  

• In recent years, a spate of criminal prosecutions have been 

brought against Chinese Americans focused on trade secrets 

fact and unlawful acknowledging transfers to China 

• These cases have raised serious questions about racial 

profiling and due process and damage the image of Chinese 

Americans and their loyalty to the United States of America 







“It shall not be lawful for any Chinese labor to come, or 
… to remain within the United States.” 



Senator Joseph McCarthy 

























• As of 2010 census, approx. four million ethnic Chinese 

live in the U.S. 

• About 25% of all Asian Americans are ethnic Chinese 

• Chinese Americans heavily concentrated in 10 major 

states:  CA, NY, HI, TX, NJ. MA, IL, WA, FL, PA 

• About 50% of Chinese Americans 1st generation 

immigrants from China or other Asian countries and 50% 

born in U.S. 

• Almost 40% of adult Chinese Americans have at least 

bachelor’s degree vs. about 22% for U.S. national 

average 



• Surging enrollment of Chinese students in U.S. 

colleges, universities:  

• 2010-11:  157,558 Chinese students (23.5% growth) 

• 2011-12:  194,029 Chinese students (23.1% growth) 

• 2012-13:  235,597 Chinese students (21.4% growth) 

• Chinese students currently almost 29% of all foreign 

students studying in United States (2012-13) 



• Chinese enrollment now almost evenly divided 

with 44% in graduate or professional schools, 

40% undergraduate 

• Chinese students now comprise about 20% of all 

U.S. engineering students, >11% of all 

computer/math students 
Source:  2011, 2012, 2013 Open Doors Data, Institute of International Education 

 

 











• Merriam-Webster dictionary definition of “espionage”:  “the 

practice of spying or using spies to obtain information about the 

plans and activities especially of a foreign government or a 

competing company” 

•  As definition suggests, espionage can occur in two “forms”:  

“public” aimed at government secrets and “economic” or 

“industrial” aimed at business secrets 

• Term “espionage” often loosely used without distinction 

between two forms 

• Today BOTH forms of espionage are illegal under U.S. laws, 

each with heavy penalties 

• Separate criminal statutes for each form 

• Different legal consequences for violations 



• United States:  probably most complex, costly legal 

environment in the world  

• Criminal prosecutions (by government) 

• Administrative proceedings (by government) 

• Civil litigation (by either government or private 

parties) 

• Defense costs, reputational damage 

• Severe disruption of normal work, business 

relationships 

• Possible effects upon U.S. immigration, 

naturalization status 



• U.S. Government’s civil and criminal enforcement 

tools:  

• Government espionage laws 

• Economic espionage laws 

• Export control laws 

• Computer crime laws 

 



• Several different, somewhat overlapping statutes that date 

back to Espionage Act of 1917 and have been amended 

multiple times in past century 

• 18 USC § 793:  gathering, transmitting or losing defense 

information “to be used to the injury of the United States, or to 

the advantage of any foreign nation” 

• 18 USC § 794:  gathering or delivering defense information “to 

be used to the injury of the United States, or to the advantage 

of any foreign nation” 

• 18 USC § 798:  disclosure of classified cryptography 

information “prejudicial to the safety or interest of the United 

States or for benefit of any foreign government to the detriment 

of the United States” 



• Since 1996, federal crimes to steal trade secrets: 

• 18 USC § 1831:  Economic espionage for benefit of a foreign 

government; or 

• 18 U.S.C. § 1832:  Economic espionage for benefit of anyone 

other than its lawful owner  

• Reflects recognition of corporate value in intellectual assets and 

focus on international IP enforcement 

• New law added public (criminal) protection to private (civil) right in 

intellectual property (IP), trade secrets 

• § 1831 criminal penalties:  up to 15 years in prison and/or $5,000,000 

fine for individuals and higher of $10,000,000 or 3X value of IP for 

corporations 

• § 1832 criminal penalties:  up to 10 years in prison and/or $250,000 

fine for individuals or $5,000,000 for corporations 



• Generally speaking, any kind of information that: 

• Has independent economic value, 

• Is not generally known to the public or others who can obtain 

economic value from its disclosure or use, and 

• Is kept secret through reasonable means 

• Examples include proprietary drawings, software, blueprints, 

formulae, specifications, customer or supplier lists, test data, 

prototypes, etc. 

• Trade secret can be found in any form or media:  written, electronic, 

oral or even in human memory 

• Often but not always marked as such in documents 

• Often implied by security measures taken:  nondisclosure 

agreements (NDAs), badges, passwords, limited distribution, access 

controls, physical security, etc. 

 



• Trade embargoes (e.g., Cuba, Iran) administered by the U.S. 

Treasury Department’s Office of Foreign Assets Control (OFAC) 

• Export Administration Regulations (EAR) administered by the 

U.S. Commerce Department’s Bureau of Industry and Security 

(BIS) 

• Controls exports of “dual use” technologies 

• Many items exportable to China only under BIS license 

• International Traffic in Arms Regulations (ITAR) administered by 

the U.S. State Department’s Directorate of Defense Trade 

Controls (DDTC) 

• Controls exports of “military” technologies 

• “Policy of denial” = total arms embargo against China 

 



• Most OFAC embargoes and current EAR apply penalties under 

International Emergency Economic Powers Act (IEEPA) 

– Civil fine:  up to greater of US$250,000 or 2X transaction 

value (strict liability regime) 

– Criminal fine:   up to US$1,000,000; up to 20 years in federal 

prison; or both 

• ITAR apply penalties under Arms Export Control Act (AECA) 

– Civil fine:  up to greater of US$500,000 or 5X transaction 

value 

– Criminal fine:  up to US$1,000,000; up to 20 years in federal 

prison per violation; or both 



• 18 USC. §1030:  Computer Fraud and Abuse Act (“CFAA”) 

• CFAA intended to reach all forms of computer crime:  

• (a)(1):  illicit access to computer to commit espionage 

• (a)(2):  computer trespass to access government, financial, credit 

or commercial information 

• (a)(3):  computer trespass to access government computer 

• (a)(4):  fraud through computer trespass to access government, 

financial, credit or commercial computer 

• (a)(5):  damaging government, financial, credit or commercial 

computer 

• (a)(6): trafficking in stolen computer passwords 

• (a)(7):  threatening to damage government, financial, credit or 

commercial computer 

 



• Criminal penalties include: 

• Fines of up to higher of $100,000 for misdemeanor or $250,000 

for felony or twice value of loss to victim 

• Imprisonment for up to one year for misdemeanor or up to 20 

years for felony 

• Or both fine and imprisonment 

• Original law amended in 1992 to provide separate right for victim to 

sue offender privately in a civil action 

• To bring a private civil CFAA action, victim of crime must allege, 

prove loss of at least $5,000  

• “Loss” means “any reasonable cost to any victim, including the 

cost of responding to an offense, conducting a damage 

assessment, and restoring the data, program, system, or 

information to its condition prior to the offense, and any revenue 

lost, cost incurred, or other consequential damages incurred 

because of interruption of service.” 

 









• Jian (“Jason”) Liang  pled guilty to illegal export of 63 

L-3 thermal imaging cameras to China without 

required Commerce Department EAR export licenses 

• Case filed in Central District of California 

• Liang made total of seven shipments of cameras to 

China over 31-month period 

• L-3 had advised Liang of applicable U.S. export 

controls on its cameras 

• Liang’s sentence:  46 months in prison; 36 months 

additional supervised probation after release 













• Dongfan "Greg" Chung, Chinese-born engineer and former Boeing 
stress analyst possessing high level security clearances, convicted of 
economic espionage and other charges, for storing allegedly sensitive 
papers in his home taken from Boeing with the intent to pass it on to 
China  

• The papers in Chung's possession included information related to the 
space shuttle, booster rockets and military troop transports 

• Chung has asserted that he took the information to write books and had 
no intent to harm national security; no specific evidence was presented 
what Chung may have sent to China or who received it or how much it 
"hurt" the United States 

• Chung, 74 years old at the time of his sentencing, received a fifteen 
year jail sentence and has lost his appeals.  

 



• Bo Jiang had obtained Ph.D. from Old Dominion University in 2010 and worked as 

researcher at National Institute of Aerospace (NIA), a research consortium of several 

southern universities 

• After being named by a local Congressman as a potential national security risk, Dr. 

Jiang was terminated by NIA in December 2012 and, with no further work opportunities 

in United States, had purchased one-way ticket home to China in March 2013 

• Federal agents arrested him at airport and took him off plane with his laptop computers 

and digital media 

• Original federal indictment was about Dr. Jiang lying about what he was carrying 

out of country 

• Federal prosecutors then conceded in court he was carrying no classified information, 

export controlled information or proprietary information – only pornography – on his 

laptop 

• In plea bargain, Jiang pled guilty to misuse of NASA equipment in exchange for 

dismissal of indictment, so Jiang allowed to leave U.S. within 48 hours 

 

 













• Xue Feng , a trained geologist and naturalized American citizen, 

born in the PRC, convicted in 2010 of violating China's "state 

secrets" laws after obtaining an oil industry database for his 

employer, a Colorado-based consulting company, IHS energy. 

• Xue insisted that the information in question was classified as 

"state secrets" only after he and IHS purchased the database. 

• China's state secrets laws are extremely vague and subject to 

broad interpretation. 

• Finally released by PRC authorities earlier this year after seven 

and a half years in custody. 



• Chinese Americans often work in key science, technology, engineering 

and mathematics (STEM) fields  

• Often deeply involved with valuable, sensitive technical or business 

information, both in industry and in government 

• Often only vaguely aware of applicable U.S. laws 

• U.S. official reports state that Chinese government and some Chinese 

companies do seek illicit sources of such valuable information  

• Numerous successful federal prosecutions of ethnic Chinese working in 

U.S., including both guilty pleas and convictions after trial  

• For these reasons, U.S. government (and some U.S. employers) may 

become skeptical or even suspicious 

• Constant added hazards of “racial profiling,” bias, and 

misunderstanding of otherwise innocent conduct 



• Understand and comply with all applicable U.S. laws 

• Espionage laws  

• Export control laws  

• Computer crime laws 

• Understand and comply with applicable employer or client non-disclosure 

agreements (NDAs), IP protection policies and rules 

• Understand potential use as “evidence” of whatever is sent or taken to China, 

whether as employee or personally 

• Emails, text messages, faxes 

• Smart phones, tablets, laptops, flash drives, etc. 

• Understand that normal 4th Amendment protection against “unreasonable search 

and seizure” does not apply to border searches of luggage or carry-on items 

• Any electronic devices or storage media 

• Any papers and documents 

• Any travelers, whether outbound or inbound 

• Any nationality travelers, including U.S. citizens and non-citizens 



• Beware of potential for becoming ensnared in illegal schemes (or what could 

appear as illegal schemes) 

• Chinese efforts to obtain U.S. technology illicitly 

o “Private” efforts by individuals to make illicit profits 

o “Official” efforts by Chinese agents  to benefit Chinese military 

• U.S. efforts to “sting” those aiding such Chinese efforts 

• Company efforts to protect internal corporate security 

• Over-zealous investigators or security personnel who already have 

preconceived notions about “Chinese threat” or who engage in “racial 

profiling” against ethnic Chinese 

• If one becomes aware of a potential scheme or investigation, immediately 

consult personal counsel for independent legal advice 

• Company counsel is NOT “personal counsel” or independent 

• INTENTIONAL MISCONDUCT WILL LIKELY BE INVESTIGATED AND 

PROSECUTED TO MAXIMUM EXTENT OF APPLICABLE LAW 

 



• Grave risks for such legal violations:   

• Fines  

• Imprisonment  

• Loss of reputation and job (including permanent record of previous 

criminal activity) 

• Civil litigation and potential exposure for further damages 

• Jeopardy to U.S. visa status 

• Jeopardy to naturalization process toward U.S. citizenship 

• Collateral damage to family members, friends 

• Collateral damage to companies, investors, co-workers 

• Best course is to be fully aware of one’s legal responsibilities under U.S. law 

and to avoid conduct that would create potential violation risks or appearance 

of such risks! 
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